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Welcome !



Historical 
Cryptography
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Public key crypto 
(Diffie—Hellman 1976)
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Today

FactoringDiscrete Log

Public-key crypto

Hard problems (Hopefully)

Applications



The threat of 
Quantum 
Computers



Quantum physics ?
State superposition of a physical object

+



Quantum computer 
(compute phase)
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Quantum computer 
(measurement phase)

1001 1001



Exhaustive Search

One way 
FunctionInput Output

How to go back

For a « perfect » function : time N



Post-quantum Era

Search within N elts in time Sqrt(N) 
(even for a « perfect » function)
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Grover

0101



Consequences in 
crypto

Doubling the size of 
 symmetric key !



Post-quantum Era

Quantum Fourier transform



Consequences



Consequences



The community reacts

Codes LatticesMQ Isog. Mersenne



A post-quantum primer 

Mersenne cryptosystem



Mersenne 
(single bit version)

p=2n-1 
H=f/g (f and g containing few 1s)

Encryption 

a et b with few 1s 

C=±(a H + b)

Decryption 

gC=±[a f + b g] 
nb 1 => ±



Mersenne 
(single bit version)

p=231-1= 2147483647 = 0x7FFFFFFF 
H=f/g=0x8002000/0x20000008 
=0x42E8BE0F

Encryption 
a=0x80800 

b=0x40000080 
C=±(a H + b) 
=Ox766CAB3A

Decryption 

gC=0x110084A6 
nb 1 = 8 (< 15) => +



Enjoy the school !
p=2n-1


